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the maximum correlation value is chosen. The location giving maximum 
correlation value for the correct source estimates the exact scanning 
location. Two main issues in this extension of source camera identifi cation 
methods [3-5] are increase in computational complexity in estimating the 
correlation between reference pattern and test noise patterns of different 
sizes and overheads in estimating the row reference patterns for the 
complete width of the scanner’s bed (where fi le sizes can grow to more than 
100MB). Use of linear scanning elements in fl atbed scanners makes the 
whole process feasible as only row reference pattern needs to be estimated 
and not the estimation of the complete two dimensional reference pattern 
(covering scanner bed of size 8.5*11.7 square inches). This also reduces 
the search complexity in testing phase from O(N2) to O(N), when the image 
covering the complete scanner bed has O(N2) pixels. Experiments done on 
images scanned at 200dpi from ten different scanners show close to 90% 
classifi cation accuracy for testing images scanned from different random 
locations of the scanner bed. Further experiments to extend this scheme 
for forgery detection are under progress. To detect the forged regions of 
a image claimed to coming from a particular scanner, fi rst the scanning 
location (in horizontal direction) is determined by applying above steps 
and then each row of the noise pattern of the image in consideration is 
correlated with relevant section of the row reference pattern. The group of 
rows with comparatively lesser correlation (an experimental threshold can 
also be determined) is expected to correspond to forged region. We are 
also working on evaluating the robustness and accuracy of the proposed 
algorithm with varying scanner resolutions, JPEG compression and on 
images undergone fi ltering operations like sharpening, contrast stretching 
and resampling.
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6819-17, Session 4
Individuality evaluation for paper-based 
artifact metrics using transmitted light 
image
M. Yamakoshi, J. Tanaka, M. Furuie, M. Hirabayashi, National Print-
ing Bureau of Japan (Japan); T. Matsumoto, Yokohama National Univ. 
(Japan)

Artifact-metrics is an automated method of authenticating artifacts 
based on a measurable intrinsic characteristic. Intrinsic characters 
such as microscopic random-patterns made during the manufacturing 
process, are very diffi cult to copy. Since the fi ber distribution of paper 
is random, a transmitted light image of the distribution can be used for 
artifact-metrics. Little is known about the individuality of the transmitted 
light image, although it is an important requirement for artifact-metrics. 
Measuring individuality requires that the intrinsic characteristic of each 
artifact signifi cantly differs, so having suffi cient individuality can make 
an artifact-metric system highly resistant to brute force attack. Here we 
investigate the infl uence of paper category, matching size of sample, and 
image-resolution on the individuality of a transmitted light image of paper 
through a matching test. More concretely, we evaluate FMR/FNMR curves 
by calculating similarity scores with matches using correlation coeffi cients 
between pairs of scanner input images, and the individuality of paper by 
way of estimated EER with probabilistic measure through a matching 
method based on line segments, which can localize the infl uence of rotation 
gaps of a sample in the case of large matching size. As a result, we found 
that the transmitted light image of paper has a suffi cient individuality.

6819-18, Session 4
Camera identifi cation from printed images
J. Luká_, M. Goljan, J. Fridrich, Binghamton Univ.

In this paper, we study the problem of identifying digital camera sensor from 
a printed picture. The sensor is identifi ed by proving the presence of its 
Photo-Response Non-Uniformity (PRNU) signature in the scanned picture 
using camera ID methods robust to cropping and scaling. Two kinds of 
prints are studied. The fi rst are postcard size (4” by 6”) pictures obtained 
from common commercial printing labs. These prints are always more or 
less cropped. In the proposed identifi cation, a brute force search for the 
scaling factor is deployed while the position of cropping is determined 
from the cross-correlation surface. Detection success mostly depends on 
the picture content and the quality of the PRNU estimate. Full size prints 
on a desktop printer are the second kind of pictures investigated in this 
paper. They do not require any search for an unknown parameter but suffer 
more from non-linear geometric distortion. Removing this distortion is part 
of the identifi cation procedure. From experiments, we determine the range 
of conditions under which reliable sensor identifi cation is possible. The 
most infl uential factors in identifying the sensor from a printed picture are 
the accuracy of angular alignment when scanning, printing quality, paper 
quality, and size of the printed picture.

6819-19, Session 5
Toward robust watermarking of scalable 
video
P. Meerwald, Paris-Lodron-Univ. Salzburg (Austria)

This paper pulls together recent advances in scalable video coding and 
protection and investigates the impact on watermarking. After surveying 
the literature on the protection of scalable video via cryptographic and 
watermarking means, the robustness of a simple wavelet-based video 
watermarking scheme against combined bit stream adaptations performed 
on JSVM (the H.264/MPEG-4 AVC scalable video coding extension) and 
MC-EZBC scalable video bit streams is examined.

6819-20, Session 5
The video watermarking container: effi cient 
real-time transaction watermarking
M. Steinebach, P. Wolf, E. Hauer, Fraunhofer-Institut für Sichere Infor-
mations-Technologie (Germany)

When transaction watermarking is used to secure sales in online shops 
by embedding transaction specifi c watermarks, the major challenge 
is embedding effi ciency: Maximum speed by minimal workload. Video 
transaction watermarking presents a challenge here as video fi les 
usually larger than for example music fi les. Therefore online shops that 
want to protect their videos by transaction watermarking are faced with 
the problem that their servers need to work harder and longer for every 
sold medium in comparison to audio sales. In the past, many algorithms 
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